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IN LAST week’s Monday Opinion, we 
looked at a newly enacted law - the 
Children’s Code Act, which we stated 

that if well implemented, has the potential 
to address a wide range of issues 
affecting children. In this week’s opinion, 
still in the spirit of law development and 
reform, we will look at a rather contested 
piece of law – the Cyber Security and 
Cyber Crimes Act of 2021 (“the Cyber 
Act”). This is in response to the recent 
cabinet approval of the Act’s revision and 
the Ministry of Technology and Science’s 
following requests for amendment 
proposal submissions.

Considering that it has been merely a 
year since the Cyber Act was enacted, begs 
the question of why the need to amend the 
Act so soon? Are provisions in the Act so 
unpalatable that they require immediate 
change?  Is the Act inherently a bad law? 
A discussion around the Cyber Act cannot 
be held without reference to its politically 
charged nature. Many have argued that its 
enactment was rushed, without adequate 
stakeholder consultation, and that the Act 
was a political tool used by the previous 
regime to silence potential critics. If these 
arguments hold any water, then we must 
critically analyse these contested provisions 
of the Act.

A national cyber security law is urgently 
needed in light of the rapidly expanding 
global ICT innovation, and we must act 
quickly on this. There is a need to have a 
law that not only protects persons against 
cybercrimes, unlawful interception, and 
unsolicited surveillance but also, the State’s 
critical information infrastructure. This 
ultimately, is the objective of the Cyber Act. 
It is therefore a much-needed piece of law 
in the country as we continue to advance 
technologically. However, the Cyber Act in 
its current form, has some ‘camouflaged’ 
provisions that if not immediately addressed 
have a potential chilling effect on citizens’ 
rights, and can also be used as a conduit for 
silencing critics. These provisions include 
the following:

1. The broad discretionary powers 
given to law enforcement agencies to 
intercept communication.

The Act gives authority to a law 
enforcement officer to intercept any 
communication that officer ‘believes’ is 
necessary to prevent bodily harm, loss 
of life, or damage to property by simply 
making an oral request to an electronic 
communication service provider to do so. 
While this interception may be necessary 
to prevent these calamities, it also presents 
an avenue for potential abuse, arbitrary 
exercise of power, and unnecessary access 

to private information. 
In the interest of protecting citizens’ 

right to privacy, an oral application should 
not be sufficient to allow access to private 
information. A few recommendations 
necessary to provide adequate safeguards 
may include (i) the inclusion of the 
immediacy of the harm being prescribed; (ii) 
a request could be directed to a subordinate 
court for speedy granting of a temporary 
warrant; or (iii) the inclusion of a third party 
to confirm the 
circumstances 
alleged 
by the law 
enforcement 
officer.

2. 
  The limited 
safeguards 
on the offence 
prohibiting the 
publication of 
information.

The Act 
makes it an 
offence for a 
person with 
the intent to 
compromise 
the safety and 
security of 
another person 
to publish 
information or 
data presented 
in a picture, image, text, symbol, voice, or 
any other form in a computer system. The 
lack of a definite meaning of what constitutes 
‘compromise to safety and security’ leaves 
room for broad interpretation, thereby 
offering limited safeguards for those who 
publish such information believing the same 
to be true or made in fair comment. By way 
of recommendation, apart from the intent 
to compromise the safety and security of 
a person, the element of knowledge that 
the information was false, inaccurate, or 
misleading must be included, and the intent 
to compromise the safety and security of 
a person must be without lawful excuse 
to prevent the offence from being a strict 
liability.

3. The subjective nature of morality 
related cyber offences

The Act provides for some cybercrimes 
related to the production, advertising, or 
exhibition of objects or a performance 
tending to ‘corrupt morals’ through a 
computer system. This is particularly 
problematic because the term ‘morals’ 
tends to be subjective, and often carries no 
legal connotation. To punish persons on the 

mere ground of ‘morality’ cannot be legally 
justified in a democratic society. Moreover, 
this potentially inhibits artistic, journalistic, 
research and education work based on 
undefined and subjective ‘corruption of 
morals.’ Perhaps, moving forward, the Act 
should provide a constitutionally sound 
definition of ‘corrupt morals’ to curb any 
uncertainties in implementation, while at the 
same time protecting citizens’ fundamental 
freedoms from arbitrary use of the Act. 

4. The offence of cyber 
harassment. 

It is an offence under 
the Cyber Act for a person 
using a computer system 
to intentionally initiate any 
electronic communication 
with the intent to coerce, 
intimidate, harass, or cause 
emotional distress to a person. 
The offence carries a harsh 
penalty of up to K150,000 in 
fines or 5 years imprisonment. 
This provision is rather 
unfathomable. Not only is the 
penalty too harsh, but also who 
is to ascertain what amounts 
to ‘harassment or emotional 
distress’ in the absence of 
such definition in the Act. This 
renders the provision prone 
to crave abuse and can form 
the basis for silencing critical 
voices. Indeed, authorities 
could use this section to levy 

unjustified charges to prosecute critics, 
especially political ones.

It is worth noting that while the Act has 
questionable provisions as highlighted 
above, its progressive provisions should 
not be overlooked. The prohibition of a 
number of cybercrimes such attacks on 
computer systems, unauthorised access to 
computer systems, unauthorised interception 
of computer data, computer data forgery 
and fraud, and the introduction of malicious 
software into a computer system, to mention 
but a few is indeed commendable. Moreover, 
the criminalisation of child pornography and 
child solicitation is also very commendable, 
and when read together with the Children’s 
Code Act offers powerful protection of 
children’s rights in the country. 
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“Considering that it has been 
merely a year since the Cyber Act 
was enacted, begs the question of 
why the need to amend the Act so 
soon? Are provisions in the Act 
so unpalatable that they require 
immediate change?  Is the Act 

inherently a bad law? A discussion 
around the Cyber Act cannot 

be held without reference to its 
politically charged nature. Many 
have argued that its enactment 
was rushed, without adequate 

stakeholder consultation, and that 
the Act was a political tool used 

by the previous regime to silence 
potential critics. If these arguments 

hold any water, then we must 
critically analyse these contested 

provisions of the Act.”


